Live streaming b the term used to describe the broadeast of a real
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Catfishers will
target ANYONE £
OF ANY age
1 #
.y L.
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1 B
I this technologkcal era, malking friends online and
communicating with them are normal parts of life. Unfortunately,
there are out there who may try and exploit your trust.
Catfishing is when someone creates a fake online profile to trick
—= - people into thinking they are somebody clse. They assume a fake
- mwmmthmmﬂrmmwmmum
= they ame exactly they say they are. ¥ —

This termm ‘catfish’ was codnad in s 2010
documaentary about a man who developed an
online relationihip with & woman, only 1o
discover the perian be thosght he was
communicating with was someans elie.

Profile ploturssy and other photos that are

Catfiahing cam etcalale wery guickly. As
posted can be big indicators. To avokd

someorne executing a catfshing scam is looking
o achieve & goal - wihatéver that may be - they
arw likely to wanl to gat things moving as
quichly s possible. The victim may bs

F‘l'fll|ll'l'l their resl identity, & catfisher may
wse ‘stock’ images of models, other peopla'’s
phatos or photod in which it i difhcult to see

Catfruhers make wup life vtoriel snd e encouraged to develop a relationship faster thair face. They may try to limit chat 1o
aphi dlmw;rmmg victims ta creste than they are comfortable with. In addition to text-baved messaging and anything invelving
titier, They will share life sxperiencey this. people who create fake identities could wideo is likely to be shunned for fear of

Jobs, Irkends and photographs to the faks
sccounti. The aim of the perpetrator may be to
lure wictims into a sexual relationship, but they

can alio be part of sodal engineeting to trick
people out of money, Alter Emldinq W traEt
and developing an anline relationihip, &
catfisher may ask for cach for s losn, money fod
travel, or vemae ether lorm of payment.

alvo be taking the wictim’s photos and
pretending to be them. It |3 common lor
frauditen to podt pletures slolen from wadial
riedhla dites. incheding Fecebook and Instagram.

revealing thelr trus identity, Through the
cosrse of converiations, there may be
imcomnsistencies with what is said, or instandes

of people being very vague in respanse to
speiif questions about themiehies,

G through your child's wecurity and

Make sure that you and i of
”“"ﬁlﬁﬂﬂwﬂrwﬂmlmmﬂmm. BT TR YO yuiir chilbd i3 aware

your child to Lalk Vo their rasied
how ta report and block scoounts on all

Encourage
agudts sbout aaything that had mads them feel

uncomiboratie on il smeane profiles are set (o private. This means that only platforma that the child uses. Tou can repor
Minwhuwnmln-d“r’hm Bemind friends can wee profile and can oontach Taha sccounty and block wier to prevent them
E‘mlhﬂmnmudmmm them. it may aho b 2 good idea to check from viewing your child's profils. if you sre

iy yourr chibd's friendi iFin with thein - do

FEGQUELE OF COMIAUAICALE wilh anyone they concammed thal omeons |3 using child's

don't know online, and to aik 4 parent o carer thay “‘"“““?"‘“““"“"“ photographs fos their own ben FOu Can
i they are unsure. 1t is alio very important to some cases its difficult to vop check by using Google image search. You can
clossly monitor their ntarnet LaGS L6 you are ﬁmuhhgtunﬂpnﬂm -plm? ph and Google will show

a phatogra
circumatances. ancourage your child to be wummnnnhmm-

aware of who they are communlicating with,
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Yubo is a location-based social
networking app previously known as
! Yellow. It has been dub Tinder for
teens' due to its similarities with the
adult dating app, in which users swipe
to find matches. Yubo allows users to
livestream themselves to anyone
watching, and rate other users.
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WHO IS5 USING YUBO? LIVE-STREAM FOOTAGE SNAPCHAT
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Instagram s an image and video sharing app that
allows users to share momaents with the world. The app
has a live streaming feature and additional add-ons
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HUACKED HASHTAGS

Like Twittas, harhtags are aleo an sxtremely
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The Momo Challenge - A Factsheet For
Parents

What 1t Is

Coined the "suicide challenge®, Momo i5 a new viral game that encourages players to
perform a series of challenges in order to meet "Mother Bird® - a disfigured character
{inspired by Japanese art) with bulging eyes and untidy black hair on a chicken-like
body.

Light-hearted and fun at the outset, this game experience quickly darkens, absorbing
players who are encouraged to perform acts of violence and self-harm through a series
of progressively risky challenges. Originating in Mexico, it is easily accessed through
social media shares (predominantly Facebook and YouTube) and is rapidly spreading
across the world.

Why It's On Our Radar

The challenges issued In this game present a serious risk to the safety, welfare and
welibeing of children and young people in our schools here in the UK, as does the
distressing content when a player refuses to carry on,

With worrying similarities to the "Blue Whale challenge’, it has also been linked to at
least five cases of childhood suicide,

The Low Down
= Players are encouraged to contact Momo and provide their mobile number.
» They will then receive instructions to perform a series of challenges, via 5M5

or Whatsapp.
Player refusal can trigger severaly abusive messaging and their mobile device

being hacked.
The final challenge is to commit suicide in order to meet ‘Mother Bird",

Why Children Like It

Sharing and commentary on Social Media platforms has created a level of intrigue and
curiosity about this game, which is initially light hearted and fun.

Fundamentally, however, this is @8 game that targets vulnerable children and young
people online, as those with mental heaith issues are more likely to be drawn to the
psychological nature of the challenges.

What to Do
A person doesn’t have to be searching for Momo themselves to be exposed to it and,
unlike other games that children enjoy, there is no positive side to this.

Teachers and parents need to educate/reinforce online safety, and in this way
encourage children and young people to make the right choice and avoid this game:
= The importance of confidently saying "no” to invitations to play games from
strangers
+ Knowing why they should not click on unidentified links.
« Knowing how to 'block’ unknown numbers and friend requests.
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